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Esto es Bilbao WIFI
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Queriomos que Bilbao WiFi fuera muy segura

™
Tag: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode
Tag Number: Vendor Specific (221)
Tag length: 35
OUI: 50:6f:9a (Wi-Fi Alliance)

PA3 Vendor Specific OUI Type: 28
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Pero no era suficiente
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Porgue las amenazas nos venian de dentro
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S
olo algunos ejemplos

infection

HiddenAds

Infection

puration

1day

Gamut

Infection

puration

Mocean

Infection

FluBot

Details

2 days

Duration

This progra
a pmenl'\ally
are typically
untrusted sO
or malware.

contains cap i Details
criteria, SUC!

Targeted platform

« Android

Infection

RootSTV

Details

1da
4 puration

1day

Details

Duration

1day

packet Evidence

pownload PCAP

Details

Risks

This malware, typically installed on gmart TVS that are
running older yersions of Android, can silently install

other apps or malware. |t gains its elevated system
privileges using well-known exploitation techniques-

. Unauthonzed Access
« Resource Abuse

Latest O
Remediation |nstructions

hups;h‘web.arcr\ive.org

Occurrence

2023-03"

o

Occurrence

Occurrence L2

2023-02-03 ;

Occurrence L

2023-01-17

Occurrence Firl qurcseqxa(

2023-02-03 z

Latest Occurrence

Occufrence F

2023-01-17

Occurrence Last Seen Server Name

Representativ GeolP Locat Oc
2023-02-03 €S Representati 2022-05-22 194125 utC set.wak2p.com
GeolP Locatio source Port 2023701-17 _Om_:urrcncu First Seen De_supalion »
E'S S 1'0400 GealP Locatd 2022-05722 19:41:25 UTC 1?3.231.184.124
Source Port €S Representative gvent T imestamp Opservation Count
10400 source Port 2022'05‘22 \9'-41'.25 ytcC 3
Destination Port 10400 GeolP Locaten petection Mechanism
8080 ' Destination P4 S sinkhole
# source Port Reguest Method
10400 GET
ch@\pa\inq Port User ﬁ}gcnl

80 Dalvik/21.0 (Linux; Us Android 9; H7
Bu'ﬁdfPPRl.‘lBOB‘l0.0\ 1
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sDelbemos mirar para otfro lado?
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Esta es la realidad

“ — O *
Overview - BitSight X+
&« C & service bitsighttech.com/app/cnifforensics/overview, Q @ % « ¥ 0O .
SIGHT Cymerascurtty Basque Country (Spain)

(— Collapse menu

Territory [ Basque Country (Spain) ~ ] Industry All Industries ~

M- Dashboard

|e

Top Infections (% of IPs) Top Vulnerabilities (% of IPs)

Forensics ™
i Searc Q x Q X
Overview
Name Last 30 Days Change Name Last 30 Days Change
Findings Impact
ArkiSDK @ 17.3% 131% - 24% ] 297% 316% + 6%
Findings Trands
Mirai @ 166% - 23% 0001 @ 297% 38% + 6%
FERAETR S eaner @ 76% 0.2% + 2% 28330 @ 278% + 5%
Findings Details by IP CrossRider @ 4.3% 4.8% +13% + 5%
Conficker @ 28% a0% +44% 278% + 5%
! et >
W Aerts FluBol @ 58% a5% - a0% + 5%
Ig R arnnit @ 3.3% 5% 278% + 5%
Triada @ + 1% + 5%
Firit @ 22% 28% +24% 28.3% + 4%
Uupay @ 4.4% 27% - 38% 28.3% +d%

Showing 1-10 of 100 rows.

Aboul

Top Open Ports (% of IPs)

Q

Name Lasl 30 Days
RTSP

FTP withoul AUTHTLS 236%
Recursive DN 72%

Last 7 Days 4

291%

19.7%

Change
+9%
- 17%
+ 6%

L

Privacy Policy

Disclaime:

Showing 1-10 of 100 rows.

Aboul

Top User Behavior (% of IPs)

o]
Name Last 30 Days Last 7 Days <
Movies 76.2%
Other

Applications

| Term

L
Change
- 4%
-THR

- 9%

gunea
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El riesgo estd en las redes domésticas

Findings Trends - BitSight X +

< &)

Natianal
SIGHT & Basque Country (Spain)
ybersseurity
& Collapse menu Industries -
O Telecommur 67K
A~ Dashboard [ sueation
[ Technology
@ Forensics -
[ Retail B

[ Transportation
Overview

Findings Impact

indings Categories
Findings Trends @ nfections
Vulnerabilities
Findings Delails o
QO Open Ports

Fingings Details by IP

() User Behavior
O Risk Veclors

D Alerts >

@ service.bitsighttech.com/app/cni/forensics/findings-trends/

O amCleaner
[ ArrkiisDK
O Mirai
O cros

O cenficker

Jer

gunea

x

a & % = %0 @)
8 0 0

|4+

=+ Basque Country (Spain) - All Infections

Jan'23

Number of Findings per Industry in Basque Country (Spain}

Industries Ratings | Select Industries

25

=

+- Telecommunications - All Infections
~+ Education - All Infections
“# Technology - All Infections
4 Transportation - All Infections.
Retail - All Infections
-+ Govemment/Politics - All nfections
~+ Finance - All Infections
“# Business Services - All Infections.
-+ Media/Entertainment - All Infections
Energy/Resources - All infections.
& Nonprofit/NGO - AllInfections.
-+~ Engineering - All Infections
= Tourism/Hospitality - All Infections
-+ Healthcare/Weliness - All Infections
Food Production - All nfections
& Manufacturing - All Infections

Conditions
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5Queé gqueremos hacere
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Bienvenidos a Bilbao WiFi+

190z will T -

GilEa.q ELJ | ES| EM

Nawvega con tranquilidad
gracias al Servicio de
Proteccion Digital

- ) -

A
—" 1T '
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El fyuntarniento de Bilbao pore & tu
dlis posicidn un Uevs servicio gratuito
para detectar riesgos digitales,

belis infoarnackin

H0uE es?

Lo ipwurn cdalm sk arral, corascbel ur scipneirn wik
Pl e ey e ante, Sing il wies massy 3, vensratis
aliquek mi Guisgque corwali id justo st amat tinddunL.
Cubsgus comvallis id.

iPor qué debarla unirmne?

Lo ipsum okl 01 S amet, consectetur aopiscing el
Pl oo oo s, Bicegd b it i @, vaneratis
aliguies ML Guisgue convalls i justost amet tincidunt
Cluregue comvll s

H0UE pasa con mis datas?

Lansm ipaurmn dokor sit armet, comsec tolur ad pscdng elit.
Peilentesque exanhe, fringila vitae masso o, venenoth

i bt mil. Quiscpas cormesl e oito sl st ©ircchaet.
Crimgue corralisid,

195z il -

.e-

Vaya, lamentamas que no te
interese el servicio. Aln estas
a tiempo de volver atras,

i contingas y cambiss de idea,
recuerds que puedes activar el
Servicio de Proteccidn Digital
accedierdo agui:

bilbacasdticus

Comeanzara L=

19z will T

= CRAEACIGH DE OUENTA

MNacasitames s datos de contacto y
autsrizscan para pader avisarte en casn
e detectar una aMenaza que te afecte.
Dinos con quié quieres loguearta:

Emal ) Tdddors
L)

- ~
| Inrem B psumucanm |
o, -
Cartrasefa®
P

Lo s |
L -~

B om0t recir comericadiones en caso de amenaza
- fcupio lo politica ce priaccad,

B e sscinime al balstin,

Carcalar -\-‘" Contnuar
i "y

1902 il T -

Al tlenes W cédigo para valldar el emall con
ol gue te has dado de alts en el Servicio de
Proteceldn Digital de Ellbas Wil

BltacTIE & Age

a0 Armra

Qitbao

iHoat
Este i o £00 g0 U oot para vakdar T amaily
nermina i acthar ol Servicko de Protccidn Digral para
s ek Y0 ST ST AR 00 AN nada.

58452
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Biloao WiFi+

100z will T -
Pasible troyano Qakbat datactads

BibaoTIE & Ago

paty W

Qitbac

Mol

Hermios detec 10 1 Ui e 3Menass £ D diposting
O,

Wormtire ds |8 amana

s fipar ey bretel dit L airaza

Rrcuniin gue prsces reporinr un incidenin § brves del
wgainin romens de tekifeno grmuhio el Mguierbes
el il Basaue Clbarncunty Canter

S0 Ty B

e es boes

Tarnbidn puBctes Conlacar oon b6 apanias 3¢ k Seccitn
Coraral de Dakios en Tecnokooias do la Inforracitn a
Traves o SRgURNDE B ddn 4o Cormed ekictibn i

deinmericmmal cosgerim riznsue

unea

Pasible troyane Qakbot detectado

LLaram ipsum dolor 91 armat, consechetur
adipiicing ekt Yivarmus id dalir Telis
Polentesaue habitant rmaorkd tristioue
sermctus et retus of rmalesuade farves ac
Wirpis agasas. Pracsent sod vidputate tellus

P .

LQué hacar?

Puecles repartar un mcicarte & Eravis
ded sguiante numena de teléfons
gyratuito o el akpaicnte arrad del Basgue
Cibersacurity Centre:

S0 T4 B
ncideroasgboscaus

Tarnbidn pusdas contactar can los
agentes de |a Seockdn Central de Delitas
wn Tecrslogias de la Informacicn a trasis
del squiante buzdn de comen ekectranico

T T —

Te puede interesar...

Larem ipswm dalor si A

Lorern ipsurm dolor st armet,
consectetur adipscing alit =1
Wrarnus id dalor felis.

1902 il T -

@

Eliminar cuenta

Waos da mucha pena gue quieras
dejarncs, Por favor, confirma qua
quieras eliminar la cuenta en Bilbao
WiFI Seguro

5| hay algo en lo que podamos mejanar
el deiamiod bus A mncigs

190z will F - 100z will T -

« MipesrL : e
i Eres investigadar?

Laram ipsum dolor st amat, consechebur
sdipiscireg ebt Vivermos id dalor felia
Pelentesguc habitang mark tristigue
serrectus et rotus ol rmeslesuade Farmes ac
Irps egestas. Prassent sed vulputats telus

77% S messme

jHola! Este s tu estado de
seguridad digital actual

2015 Encio
0122 Digiesrit
2032 Mavembrs
RATING OE C RERSECURDAD {01 2022 Oetubirg
Alertas e boelis b alerbas
Uitimas conexiones

Iphone 15 mird Machook pro
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Biloao WIFI+

121 participantes

121 participants

HASIgR,
INICIO 2

o
I\

versity students, teenagers,

professionals and citizens
dad funcic

_
Age ranges

43 % 31 %
Rangos de edad <18 18 -25
years old

years old
‘anos

onal, profesionalesy ciudadania

7 workshops

7 talleres

anos

gunea

»

‘ 1
28 people have signed up to become part of the

s

. y . .
project’s pilot group once it further develops.
28 personas se han apuntado a formar parte de un grupo piloto del proyecto, segun éste se desarrolle en un futuro.
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Biloao WiFi+

Making Everythin ng Easie

Belde /T ripwire re Special Edition

Cyber Security

DUMMIED
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Biloao WIFI+
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Biloao WIFI+

BASQUE
CYBERSECURITY
CENTRE
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Mila esker
Gracias
Thank you
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